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ʋʯʘʩʪʥʠʢʠ:

ʉʝʨʛʝʡ ʂʦʢʣʶʝʚ

ʈʦʤʘʥ ʂʦʪʝʣʴʥʠʢʦʚ

ʂʫʨʘʪʦʨ:

ɸʣʝʢʩʝʡ ʉʠʜʥʝʚ



ʆʙʟʦʨ

Åʇʦʩʪʘʥʦʚʢʘ ʟʘʜʘʯʠ

Åɸʢʪʫʘʣʴʥʦʩʪʴ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ

Åʀʜʝʷ ʵʤʫʣʷʮʠʠ

Åʆʙʱʘʷ ʘʨʭʠʪʝʢʪʫʨʘ

Åʇʘʨʩʝʨ ʩʪʨʫʢʪʫʨ diStorm64

Åʕʤʫʣʠʨʦʚʘʥʠʝ ʠʥʩʪʨʫʢʮʠʡ

Åɸʥʘʣʠʟ ʚʳʧʦʣʥʷʝʤʳʭ ʠʥʩʪʨʫʢʮʠʡ

Åʈʝʟʫʣʴʪʘʪʳ
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ʇʦʩʪʘʥʦʚʢʘ ʟʘʜʘʯʠ

Åʈʘʟʨʘʙʦʪʢʘ ʧʨʦʩʪʦʛʦ ʵʤʫʣʷʪʦʨʘ CPU, 

ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʛʦ ʜʣʷ ʜʠʥʘʤʠʯʝʩʢʦʛʦ 

ʩʙʦʨʘ ʩʪʘʪʠʩʪʠʢʠ ʦ ʙʠʥʘʨʥʦʤ 

ʠʩʧʦʣʥʷʝʤʦʤ ʬʘʡʣʝ
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ɸʢʪʫʘʣʴʥʦʩʪʴ ʟʘʜʘʯʠ

Åʇʦʣʫʯʝʥʠʝ ʜʦʩʪʦʚʝʨʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʨʘʙʦʪʝ ʧʨʦʮʝʩʩʦʨʘ, ʢʦʪʦʨʫʶ ʩʘʤ 

ʧʨʦʮʝʩʩʦʨ ʥʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ

Åʀʥʬʦʨʤʘʮʠʷ ʦʙ ʵʬʬʝʢʪʠʚʥʦʩʪʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦʛʨʘʤʤʦʡ ʩʠʩʪʝʤʥʳʭ 

ʨʝʩʫʨʩʦʚ
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ʀʜʝʷ ʵʤʫʣʷʮʠʠ

Åʇʦʣʫʯʝʥʠʝ ʜʘʥʥʳʭ ʠʟ diStorm64

Åʀʥʠʮʠʘʣʠʟʘʮʠʷ ʵʤʫʣʷʪʦʨʘ

Åʀʥʠʮʠʘʣʠʟʘʮʠʷ ʵʤʫʣʠʨʫʝʤʦʡ 

ʧʘʤʷʪʠ/ʨʝʛʠʩʪʨʦʚ

Åʈʘʟʙʦʨ çʥʘ ʣʝʪʫè ʩʪʨʫʢʪʫʨ-ʠʥʩʪʨʫʢʮʠʡ 

diStormôʘ

Åʂʦʧʠʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʠʟ ʩʝʛʤʝʥʪʘ ʢʦʜʘ ʙʠʥʘʨʥʦʛʦ 

ʬʘʡʣʘ
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ʆʙʱʘʷ ʘʨʭʠʪʝʢʪʫʨʘ

ÅCore

ÅInstructions
ÅAdd

ÅMov

Åé

ÅMemory

ÅStack

ÅParser

ÅCodeSegmExtract

15.02.2010

6

Parser

Stack

Core Memory

RegistersInstructsEmulator

CodeSegmExtract

mov

jmp

é

eax

ebx

étest



DistormInstrParser

Åʇʘʨʩʝʨʧʨʝʜʩʪʘʚʣʷʝʪ ʠʥʩʪʨʫʢʮʠʠ ʚ ʚʠʜʝʜʝʨʝʚʘ.

Åʇʨʠʤʝʨ ʨʘʟʙʦʨʘ ʠʥʩʪʨʫʢʮʠʠ 

Ƨ-/6 %!8Ɨ %30˩ʦʣƨ

Åʈʝʟʫʣʴʪʘʪ ʨʘʟʙʦʨʘ ʧʘʨʩʝʨʦʤʧʝʨʝʜʘʝʪʩʷ ʚ ʷʜʨʦ 
ʵʤʫʣʷʪʦʨʘ

MOV
+

ESP

10
EAX
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ʕʤʫʣʠʨʦʚʘʥʠʝ ʠʥʩʪʨʫʢʮʠʡ

Åʇʦʣʫʯʝʥʠʝ ʟʥʘʯʝʥʠʷ 

ʨʝʛʠʩʪʨʘ EIP
EIP fetch

Parse(code[InstrNum]

Execute[InstrNum]

Adjust EIP

15.02.2010

8



ʕʤʫʣʠʨʦʚʘʥʠʝ ʠʥʩʪʨʫʢʮʠʡ

Åʇʘʨʩʠʥʛ ʠʥʩʪʨʫʢʮʠʠ

EIP fetch

Parse(code[InstrNum]

Execute[InstrNum]

Adjust EIP
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ʕʤʫʣʠʨʦʚʘʥʠʝ ʠʥʩʪʨʫʢʮʠʡ

Åɺʳʧʦʣʥʝʥʠʝ 

ʠʥʩʪʨʫʢʮʠʠ

Åɺʳʧʦʣʥʝʥʠʝ ʦʧʝʨʘʮʠʡ 

ʩ ʧʘʤʷʪʴʶ, ʨʝʛʠʩʪʨʘʤʠ, 

ʫʩʪʘʥʦʚʢʘ ʬʣʘʛʦʚ

EIP fetch

Parse(code[InstrNum]

Emul[InstrNum]

Adjust EIP
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ʕʤʫʣʠʨʦʚʘʥʠʝ ʠʥʩʪʨʫʢʮʠʡ

Åɽʩʣʠ ʠʥʩʪʨʫʢʮʠʷ ʥʝ 

ʠʟʤʝʥʷʝʪ ʟʥʘʯʝʥʠʷ 

EIP, ʪʦ ʫʩʪʘʥʦʚʢʘ EIP 

ʥʘ ʩʣʝʜʫʶʱʫʶ 

ʠʥʩʪʨʫʢʮʠʶ

EIP fetch

Parse(code[InstrNum]

Execute[InstrNum]

Adjust EIP
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ɸʥʘʣʠʟ ʚʳʧʦʣʥʷʝʤʳʭ ʠʥʩʪʨʫʢʮʠʡ

ɺʦ ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ ʠʥʩʪʨʫʢʮʠʠ:

Åʀʥʢʨʝʤʝʥʪʠʨʦʚʘʥʠʝ ʩʯʸʪʯʠʢʦʚ:

Åɺʳʧʦʣʥʝʥʠʝ ʠʥʩʪʨʫʢʮʠʠ

Åʆʙʨʘʱʝʥʠʝ (ʯʪʝʥʠʝ/ʟʘʧʠʩʴ) ʠʟ ʧʘʤʷʪʠ

Åʀʩʧʦʣʴʟʦʚʘʥʠʝ ʨʝʛʠʩʪʨʦʚ

Åʆʮʝʥʢʘ ʣʦʢʘʣʴʥʦʩʪʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʘʤʷʪʠ

Åɻʨʫʧʧʠʨʦʚʢʘ ʠ ʦʙʦʙʱʝʥʠʝ ʧʦʣʫʯʝʥʥʳʭ 
ʨʝʟʫʣʴʪʘʪʦʚ ʩ ʧʦʤʦʱʴʶ ʢʦʤʧʦʥʝʥʪ 
ʧʨʠʣʦʞʝʥʠʷ ʩʪʘʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ
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